Abstract: Visual Secret Sharing Schemes hide a Secret image in shares that appear noise like picture or noiseless picture. VSS schemes suffer from a transmission risk problem while sharing contains Secret Images because it will awake suspicion and increase interception risk during transmission of the shares. The proposed system consists of a natural-image-based VSS scheme (NVSS scheme) that shares secret images via various carrier media to protect the secret and the participants during the transmission phase. For this process the share contain arbitrary number of natural images and one noise like share. The natural shares can be photos or painted pictures in digital form or in printed form. The printed form images convert to digital form for the digital processing and these printed images can be send via postal or any other method. The noise-like share is initiated based on these natural shares and the secret image. The unaltered natural shares are diverse and safe, thus greatly reducing the transmission risk problem. The unaltered content of the natural images cannot easily detect by the suspicious.
Introduction
Visual cryptography is a method used to encrypt a secret image into n shares in which every participant holding one or more shares. If one hold less than n share he can't able to reveal any information about secret image. Secret can be in the form of image, handwritten document, photograph. VSS (visual secret sharing) is the method to sharing and delivering secret images.
Today sharing the visual secret image is one of the problems in the computer aided environment. In the conventional share there is random meaningless pixels are used to share ,it will protect the secrecy of the image but it has two drawbacks:1) there is high transmission risk due to high noise like share;2) meaningless shares are not user friendly. If the number of shares increases it becomes more difficult to share the images.
Extended visual cryptography scheme is a user friendly scheme, the share contain many noise-like pixel or display low-quality images. This type of share can be easily detected by the naked eye so it can be tracked by the attackers.
Steganography is another method to conceal the secret image in cover image. This type of stegno-image can be detected by the stegananlysis method. Natural-image based VSS (NVSS) scheme is used to reduce the transmission phase. Conventional scheme use only one carrier for sharing the image, in case of NVSS scheme there is a possibility of using diverse image media for sharing digital image. In the NVSS scheme can share the digital image in n-1 arbitrary share natural image and one share. In the proposed system, it does not alter the content of natural image. It extracts the features from the natural image. The unaltered natural share reduces the interception probabilility. The noise-like share concealed by data hiding technique to increase the security level during the transmission phase.
The Proposed System

Background
One-time pad (OTP) method is used to protect the data from the miscellaneous user. In that, each bit or character of the plain text is encrypted by modular addition with the bit pr character from the secret key and resulting cipher text. The cipher text is send to the receiver, at the receiver end the decryption take place by the same secret key used the sender.
Instead of using the secret random key, here extract the secret key from the arbitrarily picked natural image in (n,n)-NVSS scheme. The natural image and the cipher image is distribute to the participants. In the decryption end the secret key will extract from the natural image and then the secret image can recover from that. Fig.1 shows the encryption process of the system. There are main two process feature extraction and encryption. The natural shares (N1,…, Nn-1)include np printed images (denoted as P) and nd digital images (denoted as D), np > 0, nd > 0.The feature images (F1,…, Fn-1) that were extracted from the same natural image.
The proposed (n,n)-NVSS Scheme
In the encryption phase, the n-1 feature images (F1,…, Fn-1) and the secret image execute the XOR operation to generate one noise-like share S.
Decryption process consists of opposite to the encryption. In this, When all n shares are received, the decryption end extracts n -1 feature images from all natural shares and then executes the XOR operation with share S'to obtain the recovered image. 
The Proposed Algorithms
Feature Extraction Process
This section describes the feature extraction module that extracts feature images from the natural shares.
The Feature Extraction Module
Assume that the size of the natural shares and the secret image are w ×h pixels and that each natural share is divided into a number of b×b pixel blocks before feature extraction starts.
Feature extraction module consists of three processesbinarization, stabilization, and chaos processes. In the binarization process binary feature matrix is extracted from natural image N.Then, the stabilization balances the occurrence frequency of values 1 and 0 in the matrix. Finally, the chaos process scatters the clustered feature values in the matrix.
To obtain an approximate appearance probability for binary values 0 and 1, the median value M of pixels in the same block is select as the threshold. Hence, for each block, the extraction function of pixel (x, y) of N is defined as follows: The chaos process is used to eliminate the texture that appears on the extracted feature images and the generated share.
Image Preparation And Pixel Swapping Process
Image preparation is used for the preprocessing of the printed image and the pixel swapping process is used for the post processing of the digital image. Image preparation process is shown in the figure. The content of the image is acquired by the electronic devices such as phone or digital camera. To reduce the differences between the content of encryption and decryption process images, the type of acquisition devices and parameter setting should be same or similar in both process. Then crop the extra image. Finally resize the image for the same dimension of the natural image. 
Encryption / Decryption algorithm
The proposed (n, n)-NVSS scheme can encipher a truecolor secret image by n-1 natural shares and one noise like share.
Before encryption (resp. decrypt) of each bit-plane of the secret image, the encryption algorithm first extracts n-1 feature matrices from n -1 natural shares. Then the bit-plane of the secret image feature matrices execute the XOR operation. Therefore, to encrypt (resp. decrypt) a true-color secret image, the encryption (resp. decryption) procedure must be performed iteratively on the 24 bit-planes.
The input natural shares (N1,…..,Nn+1_)of the scheme include np printed images and nd digital images (np > 0, nd > 0, and n =np +nd + 1). The np printed images must be processed and transformed into digital form in the image preparation process.
Encryption: Input images include n -1 natural shares and one secret image. The output image is a noise-like share. Decryption: Input images include n -1 natural shares and one noise-like share. The output image is a recovered image.
Hide the Noise-Like Share
QR Code (Quick Response) is used to hide the image. QR code is a two dimensional code which encodes meaningful information in both dimensions and in the vertical and horizontal directions. The code is printed on physical material and can be read and decoded by various devices.
Figure: Example of a QR Code
The amount of data that can be stored in the QR code symbol depends on the data type. There are two steps in the encoding process First, transform pixels on the share into binary values and represent the values in a decimal format. Second, encode the decimal values into QR code format. A single QR code contain maximum of 22627 data bit. Consider the maximum QR code size is , the amount of information in the share is denoted as then the capacity ratio is [ / ] . If >1 then the information can hidden in QR code. If value is less than one then it cannot hide inside the QR code. We need to encode the information which wants to hide. Huffman coding is a popular method for compressing data with variable-length codes. Huffman coding technique is able to encrypt and compress the image contain primary information about the object. Huffman coding is used to compress the encrypted image. The data can then store in the encoded Quick Response (QR) code.
The first Huffman code compression reduces the image into a series of bits. The Huffman code then can be represented as the series of integers by first padding the Huffman code with zeros to ensure the code can be separated into group of 8 bits. Each group is then converted into integers. This is advantageous since the QR code is character limited.
In the decryption phase is opposite the encryption. The natural share can share using the various media such as postal, email, or any other media. Retrieve the information from the image and the QR code. Transform the numeric value into binary form. Convert the binary string into resultant matrix. From the resultant matrix the corresponding secret image can retrieve.
Conclusion
The paper proposes a VSS scheme, (n, n)-NVSS scheme, that can share a digital image using diverse image media. The use of diverse image media protect from the attackers. The media that include n-1 randomly chosen images are unaltered in the encryption phase. the feature of the secret image and the randomly chosen images are taken Therefore, they are totally innocuous. The number of participants does not involve in share, ie the number of participants can be increase.
Compared with existing VSS schemes, the proposed NVSS scheme can effectively reduce transmission risk and provide the highest level of user friendliness, both for shares and for participants. This study provides four major contributions. First, attempt to share images via heterogeneous carriers in a VSS scheme. Second, introduce hand-printed images for images-sharing schemes. Thirdly, useful concept and method for using unaltered images as shares in a VSS scheme. Fourthly, method to store the noise share as the QR code.
The proposed work evaluates is a better option for high scale secure communication. The greater chaos does not slow down the system. But it takes more time when it comes to large size data. This increases the computational complexity and overhead. Hence it is required to find a solution. 
